Dynamic consolidation of virtual machines (VM) in a cloud data center can be used to minimize power consumption. Beloglazov et al. have proposed the MM (Minimization of Migrations) heuristic for selecting the VMs to migrate from under-or over-utilized hosts, as well as the MBFD (Modified Best Fit Decreasing) heuristic for deciding the placement of the migrated VMs. According to their simulation results, these heuristics work very well in practice. In this paper, we investigate what performance guarantees can be rigorously proven for the heuristics. In particular, we establish that MM is optimal with respect to the number of selected VMs of an over-utilized host and it is a 1.5-approximation with respect to the decrease in utilization. On the other hand, we show that the result of MBFD can be arbitrarily far from the optimum. Moreover, we show that even if both MM and MBFD deliver optimal results, their combination does not necessarily result in optimal VM consolidation, but approximation results can be proven under suitable technical conditions. To the best of our knowledge, these are the first rigorously proven results on the effectiveness of also practically useful heuristic algorithms for the VM consolidation problem.
Introduction and previous work
In recent years, the increasing adoption of cloud computing has transformed the IT industry [6] . Large, virtualized data centers are serving the ever growing demand for computation, storage, and networking. Because of these trends, the efficient operation of data centers is increasingly important. One of the main concerns is energy consumption, because of both its costs and its environmental impact. According to a recent study, data center energy consumption is the fastest growing part of the energy consumption of the ICT ecosystem; moreover, the initial cost of purchasing the equipment for a data center is already outweighed by the cost of its ongoing electricity consumption [8] .
An attractive option for saving energy in data centers is to consolidate the virtual machines (VMs) to the minimal number of physical hosts and switching the unused hosts off or at least to a less power-hungry mode of operation (e.g., sleep mode). However, too aggressive VM consolidation can lead to overloaded hosts with negative effects on the delivered quality of service (QoS), thus potentially violating the service level agreements (SLA) with the customers. Hence, VM consolidation must find the optimal balance between QoS and energy consumption [5, 20] .
In their recent works, Beloglazov, Buyya and Abawjy proposed a combination of two heuristics for near-optimal VM consolidation [3, 2] . The first heuristic, called MM (Minimization of Migrations), selects the VMs that should be migrated from a given host. For this purpose, two thresholds are given: a lower and an upper threshold. If the utilization of a host drops below the lower threshold, then all VMs residing on that host should be removed so that the host can be switched off in order to save energy. If the utilization of the host is higher than the upper threshold, then some of the VMs residing on the host should be removed in order to avoid SLA violations. The MM heuristic selects the minimum number of VMs necessary to decrease the utilization below the upper threshold.
The other heuristic, called MBFD (Modified Best Fit Decreasing), addresses the allocation of VMs to hosts. This can be used for two purposes: (i) to accommodate customer requests for new VMs and (ii) to find a new allocation for the VMs that should be migrated from under-or over-utilized hosts. This problem is similar to the much-studied bin-packing problem, for which simple greedy algorithms like First Fit (FF), First Fit Decreasing (FFD), Best Fit (BF), and Best Fit Decreasing (BFD) perform well and even have rigorously proven worst-case approximation ratios [14, 9, 10, 19] . Accordingly, MBFD is also a greedy heuristic that iterates through the list of VMs in decreasing order of utilization and allocates each VM to the most power-efficient host that has sufficient free capacity to accommodate it.
Beloglazov et al. demonstrated with substantial empirical evidence that MM and MBFD perform well in practice and outperform other competing heuristics [3, 2] . In this paper, our aim is to investigate whether any performance guarantees can be established rigorously for these heuristics, either in terms of optimality or approximation ratio.
The novelty of our approach lies in the rigorous analysis of worst-case effectiveness. Most previous works on the optimization of VM provisioning used heuristics and showed their effectiveness by means of simulations or other empirical techniques [4, 7, 13, 16, 17, 23] . The drawback of such approaches is that, even if the proposed heuristics yield good results in the specific evaluation environment, there is no guarantee whatsoever that they will work similarly well under other circumstances (e.g., other types of hosts and VMs, other workload characteristics etc.).
For example, Verma et al. compared four different heuristics using server trace data from a production data center [22] . From their plots it can be seen that there can be huge differences between the quality of the results found by those algorithms: in some cases, the placement delivered by the worst-performing algorithm consumes five times more power than the placement found by the best-performing algorithm. Concerning the number of SLA violations, the differences are sometimes even bigger (an order of magnitude or even more).
Another conclusion that can be drawn from the empirical results of that paper is that heuristics tend to have some critical parameters, the tuning of which may also result in large differences in algorithm effectiveness. For instance, their CBP heuristic has a so-called "correlation cutoff parameter"; different settings of this parameter may lead to power consumption values that are up to a factor of 2.5 apart. This may be a problem if workload characteristics are unknown -as is frequently the case for public Infrastructureas-a-Service providers -because setting such parameters wrongly can lead to substantial degradation of algorithm effectiveness. Similar conclusions can be drawn from the results presented by Tomás and Tordsson, who showed the effect of data center overbooking on resource utilization and application response time [21] : beyond a -workload-dependent -overbooking threshold, application response time abruptly increases. As a consequence, if the target overbooking rate is wrongly selected, this may lead to severe SLA violations.
For these reasons, we believe that using heuristics without any performance guarantee is very dangerous for VM placement in practice.
There have also been some attempts to solve the VM consolidation problem optimally, by formulating it as a mathematical optimization problem, and solving it using off-the-shelf solvers. Such approaches included integer linear programming [1, 12] , pseudo-Boolean optimization [18] , mixed integer non-linear programming [11] and binary integer programming [15] . With these solutions, the above problems are non-existent since the results are guaranteed to be optimal. However, all of these approaches suffer from a scalability problem that renders them unusable in practice: the runtime becomes prohibitively large for instances of even moderate size.
On the other hand, exact solutions also shed some light on the effectiveness of heuristics. A perfect illustration is given by Ribas et al. [18] . They compare a pseudo-Boolean formulation using two exact pseudo-Boolean solvers (SAT4j and Bsolo) with two heuristics (Round-Robin and First-Fit). The bigger benchmarks can be solved only by the heuristics, because the pseudo-Boolean solvers time out. However, on instances that are within the reach of the exact methods, it can be observed that the heuristics' results are sometimes very far from the optimum: in extreme cases, the cost of the result of the First-Fit heuristic is three times as high as the optimum; for Round-Robin, this ratio is even worse. Therefore, we believe that none of the approaches presented so far in the literature are completely satisfactory: they are either fast but unreliable heuristics without any guarantee on their effectiveness, or they are exact methods that deliver optimal results but require exorbitantly long runtimes. In this paper, we suggest a new way which seems to be a good compromise: to investigate whether formal performance guarantees can be proven for practically usable heuristics. This way we can have the best of both worlds: fast execution and formal guarantees that the heuristics will be fairly effective even for unknown workloads or for suboptimal parameter values. We make a first step in this direction by analyzing a pair of heuristics that have been empirically found to be useful. Our results demonstrate that it is indeed possible to prove bounds on the effectiveness of practical heuristics, thus guaranteeing that they will work well in any situation. Furthermore, our analysis also makes the conditions explicit under which these results hold, thus pinpointing the limitations of the heuristics and giving insight for future work on the design of improved algorithms.
Section 2 of the paper is devoted to the MM heuristic, Section 3 to the MBFD heuristic. In both cases, we first describe the algorithms themselves, and then analyze their effectiveness. Section 4 is about the interplay of the two heuristics. Finally, Section 5 concludes the paper.
Analysis of the MM heuristic
We are given a host with capacity C > 0. There are k VMs currently allocated to this host with utilizations
The host is considered overloaded if the total utilization is higher than a given threshold, defined as a percentage τ of the total capacity (0 < τ < 1). That is, the host is overloaded if S > τ C.
Let V = {1, 2, . . . , k} denote the set of VMs currently allocated to the overloaded host. The objective is to select a subset of V with minimum cardinality, such that, after removing these VMs from the host, it will not be overloaded anymore. A subset V ⊆ V will be called relieving if
The objective is to find a relieving set V ⊆ V with minimum |V |. Minimizing |V | is indeed useful because of the overhead associated with the migration of a VM from one host to another.
The MM heuristic considers the VMs in decreasing order of utilization. Without loss of generality, we can assume that
This means that the first VMs build a relieving set, but the first − 1 VMs would not be sufficient to be relieving. Obviously, there is a unique index with this property, and it can be found in linear time.
The output of the MM heuristic is V := {1, . . . , − 1} ∪ {j}, where j ∈ { , . . . , k} with the following properties: (i) V is a relieving set and (ii) v j is minimal among the possibilities. Again, it is clear that such a j exists and can be found in linear time. It is also obvious that the result is indeed a relieving set. However, Beloglazov et al. did not prove that it is of minimum size. However, this is true: Theorem 1. The relieving set V returned by the MM heuristic has minimal cardinality among all relieving sets.
Proof. Let us assume that V ⊆ V is a relieving set with minimal cardinality and t := |V | < |V |. It follows that t ≤ − 1. Since V is a relieving set,
Hence, there are t ≤ −1 elements in V such that the sum of the corresponding v i values is at least S −τ C. On the other hand, since the v i values are positive and are in decreasing order, the sum of the first − 1 values cannot be lower than the sum of those t values. Hence,
which contradicts the choice of .
Although Beloglazov et al. did not state this explicitly, but it is clear that the MM heuristic has a secondary objective as well. If minimizing the number of selected VMs were the only objective, then it could simply select the first VMs. From the way the last VM (j) is selected, it is clear that the secondary objective is to minimize the total utilization of the selected VMs. This is a plausible goal since the selected VMs have to be migrated to other hosts; minimizing their total utilization makes it easier to find new hosts to accommodate them.
More precisely, the goal of MM can be formulated as follows: find a relieving set with minimal cardinality (primary goal) that has minimal total utilization among all relieving sets of minimal cardinality (secondary goal).
Hence the question arises whether the output of MM is optimal also with respect to the secondary goal. Unfortunately, this is not always case, as demonstrated by the following example. Example 1. Let us assume a host with C = 10, and let τ = 0.8. The host currently accommodates 9 VMs, with the following utilizations:
where ε is a small positive number. The host thus has a current utilization of almost 100% and so it is overloaded. An optimal relieving set consists of two VMs with utilization of 1 each -this is clearly optimal both with respect to the number of selected VMs and also with respect to their total utilization. On the other hand, the MM heuristic will select the VM with utilization 2 − ε and another one with utilization 1. Thus, the total utilization of the relieving set returned by MM is 3 − ε.
Since ε can be arbitrarily small, this construction shows that the performance of MM can be up to 50% off the optimum. The next theorem shows that this is the worst possible case (and the example shows that the following result is tight).
Theorem 2. The total utilization of the relieving set V returned by the MM heuristic is at most 3/2 times the optimum.
Proof. As above, let = |V |. We must differentiate between three cases according to the value of .
Case 1: ≥ 3. V consists of the − 1 elements of V with the highest utilization, plus one more:
As a consequence, the total utilization of V is
where the last inequality uses the fact that the first − 1 VMs are not sufficient for a relieving set. On the other hand, any relieving set must have a total utilization of at least S − τ C. Hence, (1) shows that the total utilization of V is at most 1 + 1 −1 times the optimum, which is at most 3/2 for any ≥ 3. Case 2: = 1. In this case, the MM heuristic returns the VM with smallest utilization that is sufficient to relieve the host, i.e. with utilization at least S − τ C. This is obviously the optimal choice. Case 3: = 2. In this case, V = {1, j}. Let V = {x, y} be a relieving set with cardinality two, for which the total utilization is minimal. If x = 1 or y = 1, then V cannot be better than V , which means that V is also optimal; hence we assume that x = 1 and y = 1. Since V is a relieving set and
This means that {1, y} is also a relieving set. Since the MM algorithm chose j and not y, this means that v j ≤ v y . It can be shown analogously that v j ≤ v x . These two inequalities together lead to
On the other hand, {1} is not a relieving set but {x, y} is, and thus v 1 < v x + v y . Together with (2), this leads to
which completes the proof since v x + v y is the optimum.
To sum up: the MM heuristic is guaranteed to deliver an optimal result with respect to its primary goal (minimization of the number of VMs to migrate) and it is a 3/2-approximation with respect to its secondary goal (minimization of the total utilization of the VMs to migrate).
Analysis of the MBFD heuristic
We are given n VMs with performance need v 1 , v 2 , . . . , v n . These VMs should be allocated to hosts, either because they represent new customer requests or because they have been selected for migration from their old hosts. Also, we are given m hosts with available capacity C 1 , C 2 , . . . , C m . (Note the difference between the capacity C j and available capacity C j ≤ C j of a host. With the notation of Section 2, C j = τ C j − S j , where S j is the current utilization of the host.) Furthermore, each host j has a specific power efficiency that can be characterized by the power consumption per unit load, denoted by P j . That is, allocating VM i to host j increases power consumption by v i P j . The task is to allocate the VMs to the hosts.
Beloglazov et al. do not define explicitly the objective function for this task. However, they mention that they use a modification of the Best Fit Decreasing (BFD) heuristic because it is guaranteed to use at most 11/9OP T + 1 bins in the bin packing problem which is strongly related to this problem, where OPT is the minimal number of bins necessary. They also mention that they modified the heuristic in order to make it sensitive to the differences in power efficiency between the hosts [2] . Based on these remarks we can conclude that the objective is twofold: to minimize the number of hosts used for the allocation and to minimize the overall energy consumption of the allocation. Both are indeed plausible objectives: minimizing the number of used hosts allows switching off some hosts and preferring the more energy efficient hosts also saves energy.
The MBFD heuristic works as follows. It iterates once through the VMs in decreasing order of their performance need. (Just like in Section 2, we will assume that the VMs are already ordered appropriately, i.e., v 1 ≥ v 2 ≥ . . . ≥ v n .) For a VM i, it establishes the set of hosts H i having sufficient free capacity to accommodate VM i. From H i , the host with the lowest P j value (i.e., the most power-efficient) is selected, and the VM is allocated to this host.
In the classic bin packing problem, all bin sizes are equal, and the aim is to minimize the number of bins used. Thus, our problem reduces to the classic bin packing problem if all hosts have the same available capacity and we focus on the first objective, the minimization of the number of hosts used in the allocation.
By sorting the hosts in decreasing order of power efficiency -i.e., assuming that P 1 ≤ P 2 ≤ . . . ≤ P m -the MBFD heuristic selects always the first host that has sufficient free capacity to accommodate the next VM. This means that MBFD is actually equivalent to the FFD heuristic. (It should be noted that the BFD heuristic is somewhat different as BFD would select the fullest host that has enough capacity to accommodate the VM.) As a result, the same approximation ratio holds for MBFD as is known for FFD [9] : Theorem 3. If all hosts have the same available capacity, then the number of hosts used by the MBFD heuristic is at most 11/9OP T + 1, where OP T denotes the minimum number of necessary hosts.
Looking at the other objective, the total energy consumption of the allocation, no such approximation result can be proven because unfortunately the result of MBFD can be arbitrarily far from the optimum, as demonstrated by the following example.
Example 2. There are 3 hosts with C 1 = C 2 = C 3 = 1 and P 1 = P 2 = α, P 3 = β, where α < β. There are 6 VMs with v 1 = v 2 = 0.4, v 3 = v 4 = v 5 = v 6 = 0.3. The optimal allocation maps e.g. VMs 1, 3, and 4 onto host 1 and the other VMs onto host 2, without using host 3 at all. The optimal power consumption is thus 2α. MBFD, on the other hand, allocates VMs 1 and 2 to host 1, VMs 3, 4, and 5 to host 2, leaving the last VM to host 3. The resulting power consumption is 1.7α + 0.3β. The ratio of the two results is
Since β/α can be arbitrarily large, this means that the result of MBFD can be arbitrarily far from the optimum.
The next question is what can be stated about the general case, i.e. when the available capacity of the hosts is not equal. Unfortunately, in this case, even the number of hosts required by MBFD can be arbitrarily far from the optimum, as demonstrated by the following example.
Example 3. There are r hosts with C j = 1 and P j = 1, plus one more host with C j = r + 1 and P j = 1 + ε. There are r + 1 VMs, each with v i = 1. The optimum allocation is to map each VM to the host with capacity r + 1, thus using only 1 host. On the other hand, MBFD prefers the hosts with P j = 1, so that the first r VMs are mapped to those hosts and only the last VM is mapped to the high-capacity host. Thus the number of hosts used by MBFD is r + 1.
One may argue that such big differences in the capacities of the hosts are unlikely because a cloud provider typically uses a large number of hosts of the same or similar type. However, even if the full capacity of the hosts are equal, their available capacity can be very different because of the workload that they are already serving.
To sum up: if the available capacity of each host is equal, then MBFD is guaranteed to use at most 11/9OP T + 1, where OP T denotes the optimum; however, the used power consumption can be arbitrarily far from the optimum. If the hosts can have different available capacity, then even the number of hosts used by MBFD can be arbitrarily far from the optimum.
Interplay of the two heuristics
In this section we investigate to what extent the combination of MM and MBFD can give satisfactory results concerning the overall objective of consolidating the VMs to the minimum number of hosts while avoiding overloading of hosts. For the purposes of this section, we will assume that both heuristics yield optimal results to the sub-problem that they solve, i.e.
• For all over-utilized hosts, MM yields a relieving set with minimum cardinality, and with minimum total utilization among all relieving sets of minimum cardinality.
• MBFD finds an allocation for the selected VMs using the minimum number of hosts.
As we will see, the overall result is not necessarily optimal even under these assumptions, but some approximation guarantees can be given for certain cases and scenarios. We are given m hosts, each of them with capacity C. As before, a host is considered overloaded if its utilization exceeds τ C. The hosts are serving n VMs with capacity needs v 1 , . . . , v n ; for each VM i, v i ≤ τ C. In a consolidation step, some VMs from the overloaded hosts must be migrated either to other already active hosts or to newly switched-on hosts (also having capacity C) beyond the m already active; after the consolidation step, there must be no overloaded host. Lemma 1. Let V be the relieving set found by MM for an overloaded host. If τ ≥ 2/3, then i∈V v i ≤ τ C, and thus V can be accommodated by a (single) host.
Proof. As before, let = |V |. If = 1, then the statement follows directly from the fact that each VM i has v i ≤ τ C. Now consider the case ≥ 2. Just like in the proof of Theorem 2, we have
(See inequality (1).) Using S ≤ C and ≥ 2, it follows that
Since τ ≥ 2/3, we have 2(1 − τ )C ≤ 2 · 1/3 · C ≤ τ C, which completes the proof.
The condition τ ≥ 2/3 is indeed necessary: e.g. if a host accommodates three VMs with v 1 = v 2 = v 3 = C/3 and τ = 2/3 − ε, then a minimum relieving set has total utilization 2/3C > τ C.
For this reason, we will henceforth assume that τ ≥ 2/3.
Theorem 4.
With the above assumptions, the number of hosts needed for a consolidation step by the optimal MM+MBFD combination is less than twice the optimum.
Proof. Let k be the number of overloaded hosts. MM determines for each of them a relieving set; according to Lemma 1, each of these relieving sets can be accommodated by a new host. Thus, the number of hosts required by MM+MBFD is m ≤ m + k ≤ 2m. On the other hand, the optimum is at least m, which can be achieved only if all relieving sets can be accommodated on the existing hosts. Therefore, OP T ≥ m and thus m ≤ 2m ≤ 2OP T .
This result is tight, as shown by the next example.
Example 4. Each of the m hosts accommodates a 'big' VM with utilization τ C − ε and two 'small' VMs with utilization 2ε each, where ε is a small positive number. Thus, each host is overloaded. MM selects for each host a relieving set consisting of the big VM because this is the only relieving set of cardinality 1.
Since the VMs selected this way do not fit on the already active hosts, MBFD needs to switch on a new host for each of them. Therefore, MM+MBFD needs 2m hosts. On the other hand, if we select the relieving set consisting of the two small VMs from each host, then we need new hosts only for these small VMs.
Choosing ε in such a way that 4mε ≤ τ C, the 2m VMs with capacity need 2ε each will fit on a single new host; thus the optimum is m + 1. The ratio of the result of MM+MBFD to the optimum is 2m/(m + 1), which can be arbitrarily close to 2.
This example demonstrates that although MM delivers an optimal result with respect to its local subgoal, this may not be optimal on a global scale.
Until now, we were focusing on the handling of overloaded hosts. However, in its original form, MM also selects all VMs residing on under-utilized hosts for migration to other hosts, with the aim of switching off the emptied hosts. Let 0 < λ < τ < 1 be the thresholds for under-and over-utilization: that is, a host with capacity C is under-utilized if its utilization is below λC and -just as before -over-utilized if its utilization exceeds τ C. Proof. Since in the allocation established by MM+MBFD, each host has utilization at least λC, it follows that m A λC ≤ n i=1 v i . In the optimal allocation, each host has utilization at most τ C, and thus n i=1 v i ≤ OP T τ C. From these two inequalities, we have m A λC ≤ OP T τ C, from which the theorem follows immediately.
This result is again tight, as shown by the next example. This example shows that the policy of only migrating VMs from under-or over-utilized hosts may lead to a suboptimal overall allocation.
Conclusion
In this paper, we investigated two heuristics for the consolidation of virtual machines in a cloud data center: the MM and MBFD heuristics [2] . In contrast to most previous work that reported only empirical results, we investigated formally provable performance guarantees for the algorithms. Our findings can be summarized as follows:
• The MM heuristic delivers optimal result concerning the cardinality of the found relieving set of VMs.
• The relieving set delivered by MM is at most 3/2 times the optimum concerning total utilization.
• If all hosts have the same available capacity, then the result of MBFD is at most 11/9OP T + 1 concerning the number of hosts.
• The result of MBFD can be arbitrarily far from the optimum concerning energy consumption, even in the case of equal available capacities.
• If the available capacity of the hosts can be different, then the result of MBFD can be arbitrarily far from the optimum also concerning the number of hosts.
• If the capacity of the hosts is equal and MM and MBFD behave optimally, then the consolidation step of MM+MBFD results in less than twice the optimum number of hosts.
• If the capacity of the hosts is equal and MM+MBFD succeed in keeping the utilization of the hosts between λ and τ , then the number of hosts used is at most τ /λ times the optimum.
• We showed with appropriate examples that all of the above approximation ratios are tight.
The analysis has shown the strengths and limitations of the investigated algorithms, as well as the areas for future research. In particular, it has been demonstrated that even quite simple algorithms can be proven to have strong approximation ratios. Also, the limitations of the applicability of results from bin-packing to VM consolidation have become apparent. Moreover, the results show the impact that the decomposition of the VM consolidation problem into two subproblems has on the achievable effectiveness.
